BE3ONACHOCTb W HAOQEXXHOCTb

Knébepb6e3onacHoctb ACY TI1
n cepTngukaLnsg UMNOopPTHOIro NPorpamMmMHOro

M annapaTrHoro obecne4yeHus
B.1O. YcaueB (AO «UIMH»)

MHOroUMCNEHHBIE XakepCkme ataku NocneaHVX et Ha OaH-
KN B Pa3/INyHbIX CTPaHax Mypa rnokasasnu, 4To He Obino, HeT
1, BO3MOXHO, He Oy[eT rapaHTuii Heysi3BUMOCTU GaHKOBC-
KX cucteM. PacTyLuaa HanpsikeHHOCTb B OTHOLLEHUSIX MEeX-
oy ctpaHamu 6noka HATO v aKkTMBHO Pa3BMBAIOLLMMUCS UX
COMEPHUKaMU NMOpoOXAaeT BCE HOBblE BUAbI OPYXUS — UH-
dopmaumoHHoe, rmbpuaHoe, knbepopyxue. No MHeHWUIO aB-
TOopa CTaTby, MPOMBbILLEHHBIA NOoTeHunan Poccun nmeet
CKPbITbIE YSI3BMMbIE MECTA, MO KOTOPbIM B 4acC «4» NOTEHUM-
asbHbIM MPOTUBHUKOM MOXET ObITb HAHECEH COKPYLUNTESb-
HbIA «yaap», Mocsie KOTOPOro MOryT He NMOHaA0BUTLCS HN BO3-
OYUWHO-KOCMMYEeCcKMe BOMCKa, HA BOEHHO-MOPCKOM hoT.

O6bIMHO 6e3onacHocTb ACY T ncrtopuyeckn paccmar-
pVBaeTCs B KOHTEKCTE HALEXHOCTM/0TKa3oyCTOM4YMBOCTA CU-
CTeM U, Kak npasuno, ceptuduumpyetcsa no FSS (Functional
Safety Standards), a Takxke no SIL (Safety Integrity Level)
ona cuctem MNA3 (MpoTtuBoaeapuiiHas 3awmTta). Ho ceroaHs
HEOTbEMHOW YacTbio 0bLlein HagexHocTu cuctem ACY TM
CTaHOBUTCS knbepbe3onacHOCTb. B aHrnoa3biYHbIX NCTOY-
HUKax MCnosib3yeTcsa TepMuH «cybersecurity», npamon
nepesom KoToporo (knbepbe3onacHOCTb) BCe yalle BCTpe-
yaeTcsa npuUMeHuUTenbHO K 3awmuTte ACY TI. ObecnevyeHune
6e3onacHocTu cuctem ACY Tl cknaabiBaeTcs U3 AByX dak-
TOpOB: UHMOpPMaLMoHHOI 6e3onacHocTh (UIB) n dyHKumo-
HanbHoW 6e3onacHocTn (PE). BesycnosHo, VB o4eHb Bax-
Ha 1 0ObLIYHO ee cyuTalT npuopuTeTHon. OQHaKo ecTb
elle 1 apyras ctopoHa 6e30MnacHOCTU, CBA3aHHasi C pucC-
KamMu 419 300P0BbSA U XU3HU NIIOAEN, a TAKKe OKpyXatoLLen
cpenbl. Nockonbky MHGOPMALMOHHBIE TEXHONOIMN CaMu
no cebe onacHoOCTW He NMPeAcTaBsioT, 0ObIYHO FOBOPAT
0 GYHKUMOHANIbHOW COCTaBNAWLEH, T.e. 0 6e@30nacHOCTH,
CBSI3@HHOW C NpaBuJibHbIM QYHKLMOHUPOBAHUEM CUCTEMBI
NPOMbILLNIEHHOW aBToOMaTuKK. Mo dyHKUMOHaNbHON 6e3-
onacHocTbio (functional safety) nogpasymeBaeTcsa kop-
peKTHOEe PYHKUMOHMPOBAHUE KaK CUCTEMbI YNPaBEHUS,
Tak 1 ynpasnsieMmoro e obopynosaHus. Takum ob6pas3om,
ona obecneyeHns OB HeoOXoOAMMO cHavana onpeaennTb
@yHKUMM 6€30MacHOCTH, HEOOXOAMMbIE AJ151 CHUXKEHUS pyucka
0TKasa ynpaBageMoro obopyaoBaHus, a Takke Aas AoCTU-
XEHWUs1 U coxpaHeHus 3TMM obopyaoBaHMeM 6e30mnacHoro
cocTosiHus (Hanpumep, dyHkumn MNA3). Janee cuctema ynpas-
NeHns oomkHa obnaaath CBOMCTBOM Tak HAa3bIBAEMOW MOJSHO-
Tbl 6e3onacHocTu (safety integrity), nog kotopbim MOK 61508
noapasymMeBaeT BEPOSTHOCTb TOro, YTO cucTemMa OyaeT Kop-
PEKTHO BbIMONHATL PYHKLMM 6E30MaCHOCTM NMpKY BCEX 3a4aH-
HbIX YC/TOBUSIX B TEYEHNE 3a4aHHOIO MHTEPBANA BPEMEHMU.

Mpwn obecnevyeHnn NonHOTLI BesonacHocTu (safety integ-
rity) yumTbiBalOTCA ABa TuMNa OTKa30B: ClyyariHble (random
failures) n cucremarmnyeckune (systematic failures).
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FPOM He rpsiHEeT — MYXUK HE MepeKkpecTUTCs

Cnyu4ariHble 0Tka3bl Bbi3BaHbl BbIXOAOM U3 CTPOS anna-
PaTHbIX KOMMOHEHTOB 1 N2apUPYIOTCA TaKUMN METO4AMM, Kak
pe3epBupoBaHme, caMmoamarHocTmka, Gu3mnyeckoe n anek-
TpUYecKoe pasfesieHne KOMMOHEHTOB, MOBbILIEHWE YCTOM-
YMBOCTU K BHELLUHUM BO3OENCTBUSM W T.M.
CucTtemartnyeckme oTkasbl BbI3BaHbl OLLIMOKAMU NPOEKTU-
pOBaHus, B TOM 4YUCNiE 1 owmbKamMuy NporpamMmMHoOro obec-
nevyeHus. YCTpaHeHne cMcTeMaTn4eckmx OTka30B BOSMOXHO
nyTeM COBEPLUEHCTBOBAHUSA MPOLLECCOB MPOEKTUPOBaHUSA
1 pa3paboTku, TECTMPOBAHWS, YNPaBAEHUS KOHDUIypaLmen,
MPOEKTHOro MeHeokKMeHTa 1 T.Mn. Kpome Toro, nockosibKy
KNnaccuyeckoe pe3epBMpOBaHME He Mo3BonsdeT ms3bexatb
CUCTEMATUHYECKMX OTKa30B, NPUMEHSIETCS Tak Ha3blBaeMoe
amBepcHoe (diversity) pesepBupoBaHue, Korga pesepsHble
KaHanbl pazpaboTaHbl C NPMMEHEHMEM PA3/IMYHOrO MpPOo-
rpaMMHOro 1 annapaTtHoro obecneyenus. Joporo, Heyaob-
HO, HO MHOra4a rNOMOoraer.
[nga ynpasngiowmx CUCTEM, K KOTOPbIM OTHOCHTCS Takue
apxuTekTypsbl, kak ACY TI1, BCTPOEHHbIE CUCTEMBI, OCHOBOMO-
naratoLLM CBOMCTBOM siBNiieTcs DyHKLUMOHanbHas 6e3onac-
HocTb (PB). MHdopmaumoHHas 6e3onacHocTs (UB) B Takmux
cucTteMax HOCUT LOMOJSIHUTENbHbLIA XapakTep n OOJIKHA
npenoTepaLlatb JOCTYN 3/10YMbILLIEHHUKOB Y BPELOHOCHbIX
KOJOB K KOHTPOJIIO Ha CUCTEMOW yrpaB/ieHus 1 yrnpasnge-
MbIM 060pyAOBaHNEM.
OpraHuzauynoHHble MeToabl obecneveHnss nHdopma-
LMOHHOW 1 PYyHKUMOHANbHOM 6e30MacHOCTu:
® CTPYKTYPUPOBAHHLIN MpoLecc pa3paboTku CUCTEMbI U
nporpaMmMHoOro obecne4vyeHus;

® peanusaumsa npouecca sepudukaun 1 sanugaunu, sa-
KJl04aoLLAsCcsa B NMO3TarHOM BbINMOJSIHEHMM 0630pOB, aHa-
13a 1 TECTUPOBAHUSA, aHanu3 yassmumoctein ACY TTIT;

® COMNpOBOXAEHME NPOoAyKTa NOCse BHEAPEHUS C yHETOM
o6paTHOW CBA3M NO pe3ynbTataM 3KCryatauuu;

® 1ICMNONb30BaHNE Jy4YLLIMX MPaKTUK U CTaHOapPTOB KOAMPO-
BaHWS;

® 1ICNOJIb30BaHNE CEPTUGUUMPOBAHHBLIX KOMMNUAATOPOB
1 6ubnnoTeKk;

® 1ICNOJIb30BaHWE TUMOBbLIX A3bIKOB NPOrpaMmmMmMpoBaHns
(ctanpapt MOK 61131-3 n 1.4.);

® KOHTPO/b KayecTsBa MNpu MPOM3BOACTBE annaparHbiX
CPencTs.;

® CerMeHTUpOBaHMe CeTu;

® VICKJII04EHVE BECTPOBOAHbBIX TEXHOJIOMMIA B MPOMBbILLIIEHHBLIX
ceTsx (OonyckaeTcs NPUMEHEHWE TOJIbKO B HUXKHEM YPOBHE
ACY TI1: 6ecnpoBOAHON AATYMK — LUIO3 BBOAA/BbIBOAA);

® 30HMPOBaHME pa3mMelleHna obopynosaHua ACY TI1;

® ycknovyeHne KBM-yanmHeHns nocpencTBOM KOpropaTue-
HOW nnu obwenoctynHon cetn (KVM-over-1P);
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e 0bOy4eHVe nepcoHana n pasBuTe KyNnbTypbl 6830MacHOCTY;
® NpoBeAeHVE ayauTOB HA MPeaMET OUEHKM PUCKOB U Bbl-
ABMIEHUSA YA3BUMOCTEN.

dyHkumoHanbHasa 6e3onacHocTb ACY Tl — aT10 oTAEb-
Hasi o4eHb BosbLuas 1 cneumduyHas Tema. B naHHon ctaTtbe
paccMoTpuM noapobHee BONPOChl UMEHHO MHMOPMALIMOH-
Hoi 6e3onacHocTy ACY Tl n cuctem aBTOMaTU3aUmUun B VH-
[yCTpuuW, SHEPreTuke, TpaHCnopTe, A00blYe PeCypCcoB U T.4,.
B LLE/IOM.

HNugpopmaymonHass 6esonacHocTb ACY TI1

ABTOMaTV3VPOBAHHbIE CUCTEMbI YNPAaB/IEHUA TEXHOJIO-
rMyYyeckuM npoueccom o061analT MacCcon OT/INYUIA OT «Tpa-
OVUMNOHHbBIX» KOPNOpPaTUBHbLIX MHOOPMALMOHHBIX CUCTEM,
HayuHaga OT Ha3Ha4YeHus, cneundrnyeckux NPOTOKOS0B ne-
pefayy AaHHbIX U MCnonb3yeMoro obopyaoBaHus v 3a-
KaH4mBas cpenon, B KOTOPOM OHU PYHKLUMOHUPYIOT. B kop-
NOpPaTUBHBLIX/OMUCHbLIX CETSAX U CUcTemMax, kak npasuso,
OCHOBHOW 3aluuuiaemMblii pecypc — nHdopmauus, Kotopas
06pabaTbiBaeTCs, NEPEnAeTCs U XPaHUTCH B aBTOMaTU3u-
POBaHHbIX CUCTEMAX, @ OCHOBHbIE Liesin — obecrneyeHne ee
3aWmMThl U KOHOUAeHUMansHocTu. B ACY Tl 3awmiiaembim
pPeCypCOM B MEPBYIO 04Yepeab ABNSETCH CaM TEXHONornye-
CKWi1 MPOLIECC, U OCHOBHas Lienb — 06ecneynTb ero Herpe-
PbIBHOCTb (OOCTYMHOCTb BCEX Y3/10B) U LLEJIOCTHOCTL (B TOM
yucne n nepegasaemon mexay ysnamm ACY Tl nHdopma-
unn). bonee Toro, Nosie NOTEHLUMANbHbLIX PUCKOB U Yrpo3
ons ACY Tl no cpaBHEHUIO C TAaKOBbIMU B KOPMOPATUBHbIX
cucTeMax paclUMpPSIETCS PUCKaMy MOTEHUMANbHOro yulepba
XW3HW 1 3[0POBbLIO NMepcoHana u HaceneHus, yuiepdy okpy-
xawollel cpeae n UHdpacTpykType, 60NblIMX MaTepuanb-
HbIX MOTEPb 13-3a NPOCTOEB, BbiNycka 6pakoBaHHOM NPoayK-
UMW UIN COKPALLLEHMA BbINycka, aBapuaMmn U TEXHOT EHHbIX
KaTtacTpood.

MpocToii NpyMep 9KOHOMMYECKOr o yliepba: BcrneacTeme
HekoppekTHol paboTbl ACY ra3oTypbuHoin yctaHoBku (MCTY)
cpaboTanm TexXHoNnorvyeckme 3alinTbl. M3-3a 0CTaHOBKU
['TY BcTan Becb aHeprobnok 'TI3C. MOBTOPHLIV 3anyCk MOLLL-
HOro 9Hepro6s10ka — 3TO CHOXHbIV U ANUTESbHBIN NPOLECC.
Mpwu aTOM Nepen nyckom aHeprobsioka No pernamMeHTy He-
006X04MMO «MPOLLLeNIKaTb» BCE 3aLLUUThbl U He ToNbko Ha 'Y,
a Ha BCeM aHeprobnoke (KoTne-ytunn3arope, NapoBom Typ-
6uHe, BCNoMOraTesibHOM 1 BbICOKOBOJIbTHOM 060pyaoBa-
HUK). DTO MOXET 3aHATb LieNble CyTku, nHoraa n GonbLue.
3a 3T0 BpemMs OCTbIHYT MaponpoBOAbl, Y UX HEOOXOANMO MO-
CTENeHHO pa3orpesaTb, pacxoays nap. B peaynbraTte He3a-
MJaHMPOBAHHbLIN 3aMyCK N BbIBOL Ha HOMUHAJIbHBIN PEXUM
OIHOr0 MOLLHOro aHeprobnoka TOL, unmu NTPAC obxoantcsa
B MUIMOHBLI pybnei. N kpome npsiMoro SKOHOMUYECKOrO
yuiepba ecTb elle M KOCBEHHbI — HeAonoJlydeHHast npu-
OblSIb U3-32 HEAOBbLIAAYM 3NEKTPOIHEPIUU B CETh.

OcobeHHocT obecrnedeHnss MHGOPMaLUnoHHON 6e3-
onacHoctu (UB) ACY TIT-
® NporpaMmMHas camoamarHoCTuKa;
® 3alMTa OT BPeAOHOCHbIX MporpamMm, obHapyxeHue (npea-

OTBPALLEHNE) BTOPXEHUN;
® CerMeHTUpoBaHME CeTu;
® 3aluuTa NnepumMeTpa ceTeBbIMU IKPaHaMU;
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® CaMOJMOrHOCTMKA Nepefayn OaHHbIX KakK Mo KOMMYyHMKa-
LUMOHHBIM KaHanam, Tak 1 npm obpaboTke, pacnpeneneH-
HOM MeXy KOMMOHEHTaMn NporpaMMHOro 1 annapatHo-
ro obecneyeHue;
® LindpoBaHMe NakeToB Nepenayn JaHHbIX;
® pe3epBUPOBaHME AAHHbIX;
® KOHTPOJIb N ynpaBneHne A0CTynoM (dusnyeckuin n npo-
rpaMmMmHbIN ).
TMoacuctembl obecrnedeHuss MHGoOpPMaLMoOHHON 6e3onac-
HocTn ACY TI1:
® noacuctemMa ceTeBor 6e3onacHocTu. VIHorpa ee penar
Ha [B€ CUCTEMbl — MEXCETEBOIr0 3KPaHMpPOBaHMsa U 0bHa-
pPy>XeHus BTOPXXeHWIA. B Taknx cnyyasax nogpasymeBaeTcs,
yto B ACY Tl 6yaeT BHEAPEHO AOMNONHUTENbHOE 060PYA0-
BaHME — MEXCETEBble 3KpaHbl U cucTeMa 0BHapyXeHus
BTOPXXEHWIA;
® rnoacucrema AByxdakTopHOM (MHOropakTopHOM) ayTeHTN-
dukaumu;
® noacucreMa obecneyeHus LLenoCTHOCTH;
® noacucremMa 6bLICTPOro BOCCTAHOBJIEHUSA KOHbUrypaumii
1 O2HHbIX;
® roacucremMa npeaoTepalleHns yredek KoOHpuaeHumnanb-
HOM MHdOopMaLnK;
® MoACUCTEMA YNPaBJIEHUS HECTPYKTYPUPOBAHHbIMU [OaH-
HbIMW;
® NoAcucTEMA aHanm3a 3almLLLEHHOCTY;
® roacmucrema Kpuntorpadmyeckon 3alpnTbl KaHaI0B CBA3N
(He ucnonb3yetcsa B ObICTPOAENCTBYIOLLMX CUCTEMAX).
MepBbie Tpu NB-nogcnctembl SBASIOTCA KNOYEBLIMUA
B ACY TI1, nockonbky no3BonsioT Hanbonee appekTuBHO
COXpaHATb A0CTYNHOCTb ACY. HyXXHO OTMETUTb, YTO POCCUIC-
KM PbIHOK peLueHnin ana nHOopMaLMOHHONM 3aLLmMTbl aBTO-
MaTU3NPOBaHHbIX CUCTEM YNPaBJ/IEHUA N UHOYCTPUANbHbLIX
CceTelr Haxo4UTCH B 3a4aTOYHOM COCTOAHUN. Kaxabii KOH-
KPETHbIV MPOEKT NoapasymMeBaeT cyrybo MHAMBMAOyaNbHOE
pelweHne. Kpome Toro, obecneuntb 6esonacHocts ACY Tr1
UCKITIOHYUTESIBHO C NMOMOLLLbIO CEPUINHBIX TEXHUYECKNX CPEACTB
KpariHe cnoxHo. leno B Tom, 4to cneundurka ACY Tl He nos-
BOJISIET MCNONL30BaTb CTaHAapTHble B-pelueHnsa ans opyrux
IT-cuctem. Ecnn ona ctangaptHon IT-cuctemMsl NpUOCTaHOB-
Ka Kakoro-To npoLecca B ciiydae nogo3peHunst Ha BPpeaoHoC-
HYIO aKTUBHOCTb ABNSETCH HOPMasIbHOM MEpPON, TO B NMPOMbILL-
JIEHHbIX CUCTEMAx 3TO MOXET CTaTb NPUYMHON TEXHOrEHHOMN
KatacTpodbl.
HopmatusHbie qokymeHTbl B 061acty B n @6 cuctem
ACY TII:
e Mpukas GCTIK Poccum N231 ot 14.03.2014 «O6 yTBEpP-
xaeHnn TpeboBaHuii K 06ecrneyeHmnio 3almnTbl nHpopmaLmn
B aBTOMaTU3NPOBaHHbLIX CUCTEMAX YrNpasieHNs NPOU3BOL-
CTBEHHbIMUW 1 TEXHOJIOMMHYECKMMU NPOLLECCaMm Ha KPUTUHEC-
KN BaXHbIX 00beKTax, NOTEHUMASIbHO OMacHbIX 0ObekTax,
a TaKke 06beKTax, NPeACTaBNSIOLMX NMOBbILLEHHYO Onac-
HOCTb OJ151 XXU3HW 1 340POBbA JIIOOEN U OJ151 OKPYXAtoLLLEen
MPUPOAHON Cpenpl»;
® 3akoH N2256-P3 «O 6e3onacHocTn 06bekToB TOK»;
e [OCT P M3K61508-2012 «®dyHKUMOHanbLHaa Gesonac-
HOCTb CUCTEM 3NEKTPUYECKUX, INEKTPOHHbLIX, NPOrpaMmmMum-
PYEMBbIX 3NTEKTPOHHBIX, CBA3aHHbLIX C 6€30MaCHOCTbIO»;
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e ISA/IEC 62443 cepusa ctaHgapToB Security for industrial
automation and control systems.

K HOpMaTVBHbIM JOKYMEHTaM, TakXe pernaMmeHTUpyLo-
WMM MHOOPMaLIMOHHYK 6e30NacHOCTb He Tonbko ACY TI1,
HO 1 6OoMee LWNPOKOro NPUMEHEHUsI, MOXHO OTHECTU cre-
aylolpe:

e VIHbopmaumoHHoe coobueHre PCTIK Poccunm ot 28 anpe-
na 2016 r. N 240/24/1986 «TpeboBaHus K MEXCETEBbLIM
aKpaHam»;

e [OCT P 56939-2016 3awwmta nidpopmauun. PazpaboTtka
6e30nacHoro nporpaMmmHoro obecnederunsa. Obuime Tpe-
6oBaHug;

e [OCT P MCO/M3K 27034 NHDOpmMaLMOHHAs TEXHONOMS
(UT). MeToabl n cpeacrea.

lMpo6nems! opraHn3aynm
nHgopmaumnoHHoli 6esonacHocTu ACYTI

BaxHo oTmMeTuTb, 4To npukas Ne31 dCTOK, xoTb U aB-
NIeTCS BaXHbIM JOKYMEHTOM B obecneyeHun VB ACY TI1
KPUTUYECKN BaXHbIX OOLEKTOB, HO, MO CYTU, HE HOCUT 0bsi-
3aTeNbHOro xapakrepa K NPUMEHEHUIO ANS OpraHvM3auui,
B YbEM BEHEHUU Takme 00bEKTbl HaxoaaTcs. [laHHbI [oKy-
MEHT NPUMEHSIETCS Npy NPUHATUK Bnagensuem ACY (3akas-
YMKOM) PELLEeHNss O HEOOXOAMMOCTU U «MOJIHOTbI» 3aLLUTHI
nHdopmMaLum B MPOEKTUPYEMON CUCTEME.

BosbWWMHCTBO NpeacTaBiieHHbIX Ha POCCUMCKOM PbIHKE
MB-npoaykToB aaanTupoBaHbl A1s 3aLNTbI 3apyOeXHbIX
ACY T (6a30Bbix M0O), HO He cepTUdUUMPOBaHbLI NO Tpe-
00OBaHMAM HaLlEero 3aKOHOAATENbCTBA, MOCKONbKY 3apy-
OGeXHble MOCTaBLUMKN HE BCcerga rotoBbl NPeaoCcTaBnsaTb
NCXOAHbIE MPOrpaMMHbIE KOAbl CBOMX MPOAYKTOB, YTO He-
obxoammo gns ceptudukaumm. OtevecTBeHHbix NB-peLue-
HUI TPeby-emMOro ypoBHS noka HeT (MCKITIOYEHNE, MOXanyi,
TONbKO HeKUit Habop NporpamMmMHbIX NpoaykToB Kaspersky
Industrial CyberSecurity ot komnanun «Jlabopatopus Kac-
NepcKoro»).

TunnyHble npobnemebl B opraHusauun VB ACY TI1
Ha AENCTBYIOLMX NPOMbILLIEHHBIX OO bEKTaXx:
® OTCYTCTBME Kakoli-nmbo opraHMsaunm B peLleHun Bo-

npocos 6e3onacHocT ACY TI1. 3a4acTyto camo noHATue
nHdopmaumnoHHoi 6esonacHoctu ACY Tl Ha o6bekTe
He Mcnosib3yeTcs, U OTBETCTBEHHOCTbL 32 ee obecreye-
HME HUN HA KOro HE BO3JI0XEHA;

® HET OpraHM3auVoOHHO-PACNOPAANTESNIbHOM A0KYMEHTaUMmn
no obecneyeHunto VB B ACY TT1, a kopnopaTuBHble NPOLECCHI
1 npoueaypbl 6e30MacHOCTY 3Ty CUCTEMY HE 3aTparnBaroT;

e oTCcyTCcTBME TpeboBaHuin no B nnu nx HecobnogeHue
CO CTOPOHbI MepcoHana, 3KCnyaTupyLLero NPOMBbILLIEH-
Hbl€ CUCTEMBI;

® HU3KUI YPOBEHDb KOMIMETEHLMM B Bonpocax b cneunanuc-
TOB MO aBTOMaTU3aLMKW, BHEAPEHWIO, SKCryaTaumm, obey-
XUBAHUIO;

e crnabas 0CBeAOMJIEHHOCTb B BOMpPOCax aBToMaTudaumm
cneupanmuctoB no Wb, kak npaBuno, ato npocto IT-cne-
LUMANUCThI;

® 4ACTUYHOE WS NOJIHOE OTCYTCTBUE AOKYMEHTALMUM HA UC-
nonb3dyemyto ACY TI. Cuctema B sKkcrnyataumm He nep-
Bblil AECATOK NET, JOKYMEHTbI MOTEPSSINCL, ObII0 MHOIO
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nopaboTok, noau, CTosBLINE Y UCTOKOB, YBOJIUIUCH, U Te-
nepb HUKTO TOJIKOM He 3HaeT, kak OHa paboTaeT;

® HernoHVMMaHWe Lenel NpoBeaeHns paboT, pacxoxaeHune
Mexnay YTBEPXAEHHbIM 3a4aHNEM U OXUOAHUSIMWN 3aKa34u-
Ka, a TaKkke OTCYTCTBME MOHUMAHUS MeXay OYyHKUMOHAMb-
HbIMKW noapasaeneHusamu. Npy 3TOM NOMNbITKA HanaanTb
B3aMMOENCTBME Pas/iMyHbIX NoapasaeneHnin npeanpus-
TUS HE NPEANPUHMMAIOTCS;

® HEKOHTPONMPYEMbIA OOCTYN K TEXHONOTMYECKUM CUCTE-
MaMm 1 OTCYTCTBUE KOHTPONA Had, AEACTBUAMU NOAPAAHM-
KOB 1 MUCMOJIb3yeMbIMU KaHaslaMun yaalleHHOM CBA3U C pas-
paboTtunkamu ACY TIT;

® 4aCTO MOpasibHO ycTapeBLlee TexHonornyeckoe n UT/ce-
TeBoe 0bopyaoBaHue;

® OTCYTCTBUE KOHTPONS HaA AOCTYNOM K KOMMOHEHTaMm
ACY Tl n ceteBomy 060pynoBaHUt0. YNpoOLLLEHHAsS ayTeH-
Tndurkauusa unm ee OTCyTCTBME, NMAPOM N0 YMOMYAHUIO
W XpaHeHne naposien B JOCTYNHOM MECTE;

® OTCYTCTBME @HTMBUPYCHOWM 3aLLUTbI, Kakux-1Mbo 06HOoBE-
HUM N KOHTPOJISI CbEMHbIX HOCUTESIEN B TEXHOJIOMMYECKOMN
cpene, ncnosb3oBaHune ycrapeslunx OC;

® OECKOHTPOJIbHBIN A0CTYN K CUCTEME U CETEBLIM KOMMOHEH-
Tam ACY Tl noapsgynkoB Afisi NPOBEeAEHUS PA3/IUYHbIX
pernameHTHbIX, CEPBMCHBIX 1 APYrx paboT CO CBOUMM HO-
yTOykamu.

Ha cerogHsawHmin geHb cywecTsytoT VIB-cpencrtea, «3a-
TO4YeHHble» nog, ocobeHHocTn ACY TI1, — cneumannampoBaH-
Hble MeXCeTeBble 3KpaHbl, CPeACTBa 3aLUUTbl MEXCETEBOIO
B3aMMOOENCTBMSA Tuna «AnoA0B AaHHbix» (Data diode),
obecneyvBaoLne Ha GU3NHECKOM YPOBHE OHOHAMNpPaB/IeH-
HYI0 Nepeaaqy AaHHbIX MeXAy TEXHONOrMYECKMM CEMMEHTOM
1 OCTaJIbHOM KOPNopaTMBHOWN CeTbio. basamu yassumocTten
komnoHeHToB ACY TI1, a Takxxe HeobXxoaMMOoM nNoaaepPxXKon
NMPOMBbILLIEHHBIX MPOTOKOJIOB CEr0AHSA 063aBEIMCh CUCTEMbI
oBGHapyXeHns 1 NpenoTBpaLLeHns BTOPXEHUI 1 aHannaa
3alNLLLEHHOCTU.

BaxHO OTMETUTb, YTO KOMMOHEHTLI 06ecneveHns 6e3-
onacHocTtn ACY TI (1 Ha anmapaTtHOM, 1M Ha NPOrPaMMHOM
YPOBHSIX) HEAELIEBbI 1 3aMETHO YA0pOoXatloT 06yl cTou-
MOCTb MPOEKTUPYEMOI CUCTEMbI. 3aKa34uK B LIENSIX MUHUMW-
3auum BroaxeTa CTPOUTENLCTBA/PEKOHCTPYKUMN 0ObeKTa
cTpemutca npuobpectu ACY Tl 3a MUHUMaNbHbIE OEHbIMV
(U3 BCex y4acTHMKOB TeHAepa), HO NMpu 3ToM TpebyeT obec-
neveHune Vb n ®b npnobpetaemoit cuctemsl. MOXHO, KOHeY-
HO, CO34aTb Hy O4€Hb «HABOPOYEHHYIO» CUCTeMy Ge3onac-
HocTn npoekTupyemon ACY TI1: 9TO n MeXceTeBble SKpaHbl
(dariepBonbl) Ha KaXaoM Lwary, u co3gaHme BUPTyasibHOW
DMZ-30Hbl Ha rpaHuue 2-ro n 3-ro ypoBHa mogenu ACY
npegnpuatus (MES-CUCTeMbI) C MPOMEXYTOUHBIMU (MPOKCY)
cepBepamMn «aoBepus». Kak rosoputca: «Het npegena co-
BepLUEHCTBY». HO HaCcKOIbKO BCE 3TO HYXXHO 3aKa34uky u
CKOJIbKO OH rOTOB nepennaTtutb 3a 6e3onacHyo ACY TM?

Hanbonee HanexHbIli NPOCTON 1 AeLleBbli cnocob obec-
neuntb B npoektupyemoin ACY Tl B 4acTn CeTEBbIX KOM-
MYHUKaUWA C OPYrMMU CETAMU U CUCTEMAMW NPeanpuUATUS
— 9TO BHeApEHME CPpeacTB O4HOHarNpaBiieHHOW nepenaqun
haHHbIX. VX kntovyeBasi 0COGEHHOCTb B TOM, HYTO NakeTbl AaH-
HbIX PU3NYECKM MOTYT NnepenasaTbCs TONLKO B O4HY CTOPO-
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Hy (13 npoekTnpyemoii ACY TI1), 4To siBNsieTcs abCconoTHOM
3aLlUMTON OT BHELLUHEro ceTeBoro Bo3agencrtaus. pyron Bo-
NpOC: YCTPOUT 1 AaHHOE TEXHNYECKOE PeLLEeHne 3aka3inka?

ObGecrneyeHe KOMMJIEKCHOW cuUCTeMbl 6Ge3onacHoc-
T ACY Tl nexuT Ha 3akasunke B Nepuof akcnayataummn
yxe BHeapeHHoi ACY Tl (ynpaBneHue OocTyrnom, obyveHve
nepcoHana, o6HoeneHune MO, pe3epBHOE KONMVPOBaHME AaH-
HbIX U T.[,) U HA NPOEKTHOW KOMMaHuu — pa3paboTymke T3
Ha ACY Tl cOBOKYMHO C CUCTEMHbLIM MHTErPaToOpoM (pas-
paboTtymkom n noctaswukom MTK) Ha cTagum npoekTupo-
BaHWS CUCTEMBbI: annapaTHoOe 1 NPorpaMMHoOe pe3epBupo-
BaHWE, CETEBOE PE3epBUPOBaHMe, cermeHTaums cetu, SiL,
cooTBeTCcTBYlOLLE cepTuduumpoBaHHoe MO n obopynosa-
HUE U T.4.

WTtak, Mbl 06cyamnm obecnedyeHne KOMMIekCHon nHdop-
MaunoHHo 6e3onacHoct ACY Tl oT yrpo3 nNpuxoasiimyx,
Tak ckasaTtb, «<M3BHE» — BTOPXEHUS, KnbepaTtaku, xanaTtHoe
OTHOLLEHNE NMPOoeKTUPOBLLMKOB, SKCMyaTUPYIOLLEro nepco-
Hana u Ux NOAPSAYMKOB. DTON TeMe B MocrenHee Bpems
NMOCBSALLEHO MHOTO NybMKaLmii, NPOBOAATCHA KOHbepeHUmn,
B TOM 4YUCNEe MeXAyHapOoaHble, NPpaBuUTesIbCTBOM BbIMyC-
KalOTCH MOCTAHOBJIEHUS 1 OPYre HOPMATUBHbLIE [LOKYMEHThI,
€CTb yXXe W ornpeaeneHHble HapaboTku, Hanpumep, y Jlabo-
patopuun Kacnepckoro n y HM® «Kpyr», T.e. Aen0 NoTUXOHb-
Ky OBUrAeTCA B CTOPOHY Y/y4LLEeHUs cuTyaumm. Ho xoTenocb
6bl 320CTPUTL BHUMAHME Ellle Ha OJHOM acrekTe uHdopma-
LMOHHOW 6€30MacHOCTM, Ha KOTOPLIN 1M He 06paLLAI0T BHU-
MaHue, NI CHATAIOT 3TY Yrpo3y «MUGNHECKON», U HE Nnpea-
rnojiaralT Takoro KOBapCTBa OT HalUMX MeXOyHapOOHbIX

«MapTHEPOB», N KOTOPYIO HATAE B NyOnukauusx n Ha KoHobe-
peHUMax He 00CyXaaloT, He oTpaXeHa oHa (yrpo3a) U B Hop-
MaTUBHOI AoKkymeHTauumu. Mo onbiTy aBTopa: obcyxaaercs
3Ta TeMa nHorga TonbKo Mexay konneramu-«ACYiuHukamm»
Ha GbITOBOM YPOBHE, A2 Nnapy pa3 BCTpeyasachb Ha creuma-
NN3MpPoBaHbIX GOPyMax B UHTEPHETE. ITOT HEOCBELLEHHbII
acnekT MHHOPMaLMOHHOM HE30MacHOCTY — NMOTEeHLUWaNbHasa
yrpo3sa, CBsi3aHHas C NOCTaBKOW MMMOPTHOIO CIIOXHOIO Tex-
HOJIOrM4Yeckoro 060pyaOBaHNS!, KOMIMJIEKTHOrO C COOCTBEHHOM
cuctemoli ynpaenerus (CAY, JICY, MCY n Tomy nogo6HbIe)
n cobcTBeHHbIM M0, Hanpumep, KOMMeKTHas nocTaeka
MOLLHOIO JOXUMHOIO ra30BOro KOMMNpeccopa, Uin MOLLHOMN
XOJIOAMUNBHOM MaLUUHBI, WX YCTAHOBKW IIMKOMIEBOM OCYLU-
KW rasa, unu getaHgepa KpUoreHHoOM CUCTEMbI, U raso-
NMOPLUHEBOM 1N ra3oTypOUHHOW yCcTaHOBKW. B 3aBucumMoc-
TU OT MOLLHOCTW U CJIOXHOCTW YCTAHOBKW WHOIL2 OHMU
NMOCTaBMIAOTCA C CUCTEMOWN YNpaBfieHUs, PacrosiOXEeHHOMN
B HECKOJIbKMX OBYXMETPOBbLIX LKadax, Hanm4iKaHHbIX 3eK-
TPOHUKOMN, C «3aJINTON» B X KOHTPOJIJIEPLI U CEPBEPHI CIIOX-
HOW NPUKIaAHOM NPOrpPaMmMONn.

«barn» — cnawjne areHTtbi

Mpexae Yem HavaTb 0OCYXAeHue 3TOW TeMbl, U YTOObI
MOHSATb BCIO CEPbe3HOCTb NOTEHLMANIbHOM YrpO3bl, XO4Y Npu-
BECTW OAHY UMTaTy U3 BbICTYMIEHUS OPULNATIBHOIO rOCy-
[ApPCTBEHHOrO AeSTeNsl — NepBoro 3aMecTUTeNs MMHUCTPA
060poHbl CLLA Yunbsima Jlnnna (William J. Lynn): «MNepBbiit
N3 3TUX MPUHLMMOB 3aK/O4aeTCsl B TOM, YTO Mbl JOJIXKHbI
npuaHaTb KMGepnpPoOCTPaHCTBO TEM, YEM OHO YXe CTaslo —
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HOBOW 30HOW BOEHHbIX AENCTBUIA. TOYHO Tak Xe, Kak CyLly,
Mope, BO34YLLHOE N KOCMUYECKOE NPOCTPAHCTBO, Mbl JOSX-
Hbl paccmartpuBaTth KMOEepPnpPoOCTPaHCTBO Kak chepy Halmx
[elicTBUI, KOTOpY Mbl Byaem 3alumiiaTb U HA KOTOPYIO
pacnpocTpaHM CBOK BOEHHYIO AOKTPUHY. BOT 4To nobyaun-
JI0 Hac co3patb ob6beamHeHHoe KnbepkomaHaoBaHue B CO-
ctaBe CTparern4yeckoro komaHgoBaHus. Bropoi npuHumn,
O KOTOPOM € yxXe ynomMuHas, — 060poHa O0/MmKHA OblTh ak-
TUBHOM...».

HepaBHO cTano n3eecTtHO, 4To B CLUA co3paH, no cyty,
OTAenbHbI pog Bonck. MNMpeanaeHTt CLUA Odonanen Tpamn
cBouM ykasoM npucBoun KunbepkomaHposaHuio (Cyber
Command) cTaTyc eanHoro 60eBoro KoMaHaoBaHusa. AMme-
puKaHcKas apMus paHee HacuHuTbiBana AeBsTb eanHbix 6oe-
BbIX KOMaHAoOBaHWi. VI3 HUX WEeCTb OblI pervoHanbHbIMU:
EBponenckoe, LeHTpanbHoe, AppukaHckoe, TuxookeaH-
ckoe, CeBepoamepukaHckoe u lOxHoe. Elle Tpu komaHaoo-
BaHUs1 ObIIIO BbIAENEHO MO UCTONHAEMbIM GyHKUmam: CTpa-
Tern4yeckoe KomaHaoBaHue (06benuHAeT CUJibl SOEPHOr0
coepxuanug, NPO n ynpaeBneHne BOEHHbIMU KOCMUYECKU-
MU cpeacTeamu), KomaHooBaHve cun cneumasbHbiX onepa-
umii n TpaHcnopTHoe koMaHaoBaHue. KnubepkoMmaHgoBaHue
BOOPYXeHHbIX cun CLUA paHee Bxoamno B coctaB CTtpate-
rm4eckoro KOMaHgoBaHuUsa U HOCWUIO cTaTyc sub-unified
combatant command. Tenepsb e cTaTyc «kMbepBONCK» 13-
MeHeH Ha unified combatant command, uto aenaet Kubep-
KOMaHZOBaHWE PaBHOMPAaBHbIM C ObIBLLIEN KYpPUPYIOLLEN
CTPYKTYPOW.

MTak, y Hawero NoTeHunanbHoOro NPOTUBHUKA MMEIOTCA
crneumann3mpoBaHHblie BOEHHbIE rnoapasaesieHna ong seae-
HUsi 6OEBbLIX AENCTBUI B «3NIEKTPOHHO-MPOrPaMMHoO chepes.
Kak n3BeCTHO, BOEHHbIE B MUPHOE BPEMS NPENMYLLECTBEH-
HO 3aHMMAIOTCA TEM, 4YTO FOTOBATCS K OyayLen BoliHe. Hem
XK€ 3aHUMAIOTC BOEHHOCYXaLUMe 3TUX NoapasaeneHunin?
Bpsaa nn oHn otpadaTbiBaloT Ha MONIMIrOHax TakTUKy Beae-
HUS NEeXOTHOro 6Os1 U NPOBOASAT BPEMS Ha CcTpenbouLiax.
B coBpeMeHHbIX BOMHax 1 NIoKasbHbIX KOHMMKTaX NPoTU-
BOOOPCTBYOLNE CUJIbI CTPEMSATCH Hapsay C HAHECEHUEM
MakCUMasibHOrO ypoHa BOEHHbIM CUJ1aM MPOTUBHMKA, CTa-
patoTcs Takke MakCUMasibHO 0C/IabuTb ero NPOMBbILLIEHHbI
noteHuman. M He Tonbko npennpuatua BIK wnu asonHoro
Ha3Ha4YeHUs, HO U SHEePreTuKy, TPAHCNOPTHYI MHDPACTPYK-
TYypy, HedTe- 1 ra3zonpoBoabl, CTpaTernyeckne npeanpus-
TUS1 MALUWHO- U CTAHKOCTPOEHUS1, MeTannypruio v T.4.

ABTOp MHOro nieT npopaboTan B KOMNaHun (Nocne Kpu-
3uca 2014-2015 rr. oHa npekpaTuna CBOE CyLLLECTBOBAHME),
KOTOpas 3aHMManacb UHXUHUPUHIOM U MOCTaBKOW 000py-
[0oBaHUA OJisi rasornepepaboTku, 3HepreTukn, HepTexmmMmm
n3 CWA, l'epmaHumn, tanun. Bugen cneayioLlyio KapTuHy:
BCE MOCTaB/ISEMOE TEXHOJIOrMYEcKoe 0b6opyaoBaHME HaLLW-
MW POCCUNCKMMM COOTBETCTBYIOLLMMW OpraHamMmm JOCKOHasb-
HO NPOBEPSASIOCH, CEPTUDULMPOBASIOCH; HA3HAYaNNCh 3KCNepP-
TU3bl, MPOBEPSAINCH AOKYMEHTAUMSA, CepTUdurKaThbl, KNenmo
ASME v T.4. Ho BOT cucTtemsl ynpaeneHus ¢ npuknagHsim MO,
KOMMJIEKTHO MOCTaBSEMbIE C 3TUM TEXHOJIOMMYECKUM 000-
pynoBaHueM, ocob0 He MPOBEPSSINCHE U HE aHaNM3npoBa-
nuce. Mpouenypa 6bina ToNbko popmanbHoNi: TpeboBanoch
NPeaoCTaBUTb TOMBLKO MEXAYHAPOaHble cepTudukatbl U Ma-
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Hyanbl Ha KWUTI 1 koHTponnepHoe obopyaoBaHue, Hy U Mo
B3pbiBO3awmTe nonesoro KNUM. Cuctema ynpasnexHus 6oina
KaK Obl «4ePHbIM ALLUMKOM», B KOTOPbIN Jlyylle He COBaTbCS.
[MponssoauTenb rapaHTMpOBal, HTO MNoL ee ynpasieHUneM
BCSA TexHonorusa 6yneT pabotarte B COOTBETCTBUN C TPebo-
BaHMAMU 3akazddmka. K Tomy Xe Ha nepuopn nyckoHanaakm
OT MNPOM3BOAMTENSA/NOCTABLLMKA YCTAHOBKU NMpuesxan cne-
LMaNUCT UK HACKOJIbKO CNeunanmcToB, KOTOPbIE B TOM YAUC-
Jle KOHOUrypupoBsan, HacTpamsanu 1 peLlany BCe BOMNPOCHI,
cBs3aHHble ¢ CAY NOCTaBNEHHOWN X KOMMNAHUEN TEXHONOMM -
4eCKOWM YCTaHOBKM. A 4TO TaMm «3alumMTo» B NpuknagHom MNO?
Kakne MmnKpocxemMbl U1 MUKPOKOHTPOJIIEPLI CTOAT B 3/€EK-
TPOHHBLIX MOoAaynax u 6nokax? HUKTO He nHTepecoBascs.
OTtnagunu, 3anyctvunu, Bce pabotaeT — BOT 1 xopoLuo. Mox-
HO CnaTtb CrNOKOMHO.
Ho Tak nu Bce cnokoiHo 1 6e3onacHo? 'ae rapaHTus,
YTO B NOCTaBNSAEMbIX U3 cTpaH YneHoB HATO n apyrux cTpaH,
He yneHoB HATO, Ho coto3HukoB CLUA (AnoHwnsa, TaliBaHb,
LLiBeumns n 1.4.) o6opyaoBaHum 1 MO He ApeMneT 1 He XAeT
CBOEro Yaca BPeAOHOCHbIN «Xy4ok»? JonycTuMm, B Npuknian-
HoMm MO, B 04HOM N3 MHOTO4YUCIIEHHBIX aNIFr0BI0KOB (MOXET
MackmnpoBaTbCs nog aata-06noku, daHKeH-610ku, OTAENb-
Hble CKPUMTbI) 3anpsTaH HeKUi BPe4OHOCHbIM KO, KOTOPbLIN
aKTUBUPYETCH MO ONpeaesieHHOMY CurHasy. A B annapaTtHon
yactn (HW - HardWare, T.e. KOHTpOJINEP, MOAY M BBOAA/Bbl-
BOJA, NHTEPdENCHbIE 1 T.4.) BHYTPU KAKOro-HNOyab Moayns
VN 3NEKTPOHHOIo By10Kka cpeay MHOXECTBA 3IEKTPOHHbIX
3N1EMEHTOB Hax0aMTCH HeNpUMETHass MMKPOCXEMKa, KOTopast
crnocobHa MPUHATbL paauocurHan (Oaxe MOXHO AOMYCTUTb,
4yTO 3TO ByOeT onpeaeneHHsbIi kog no cotoBol cetn 3G/4G)
M KOTOpasd, NPUHEB 3TOT CUrHan U3 paanoadupa, Bblaaet
BHYTPUCUCTEMHbIN CUrHAM Ha akTUBU3ALLMIO BPEAOHOCHOIroO
koga B npuknagHom MO, koTopoe Takke ObINo paspadboTaHo
1 NOCTaB/IEHO HaMm (NpuyeM 3a He Masible AeHbIn) CTPaHOM
— NnoTeHumanbHbIM BOEHHbIM MPOTUBHMKOM Poccun. A noye-
My HENb3 UCK/0YaTh Tako BapuaHT? TeXHNY4eCcKn aTo cae-
natb abCoONTHO peanbHO, COBPEMEHHbIE TEXHONOMMNU 3TO
no3BosnstoT. A 0OHaPYXNTb 3TO KpanHe CNoXHO (06 aTom aa-
nee), ga 3TMM 1 HUKTO He 3aHnmaeTcs. Ecnm npoBoguTh aHa-
JIOTMI0 C TEPMUHOSIOTEN CreLcnyx0, To 3TO nonyvyaeTcs
aHanor cnaLen TeppopUCTNHECKON (AMBEPCUOHHON) AYENKN.
Ho ¢ Taknm «CrnsilymM areHToM» — BPEAOHOCHbBIM Xy4KoM (By-
[EeM HasbiBaTb ero «bar» oT aHrn. Bug — Xy4ok) Ans Hawero
NMOTEHLMAJILHOIO NMPOTUBHMKA 3aa4a HAMHOIO YNpPOLLLAETCA:
® He HaJ0 M3roTasnMBaTh U AOCTaBATb B3PbIBYATKY;
® He HaJl0 NPOHMKATb Ha OXPaHsAeMblii OObEKT (3aBOA, 0OBLEKT
3HEpPreTukn, MacTopoxaeHuve, HedTe- nan rasonepeka-
YMBAIOLLYIO CTaHUMIO U T.A4.) — 3aKa3yuk cam «40CTaBUT
n BHeapuTt» 6ar cede B ACY TIT;

® He HaJo0 MNaTUTb OEHbIN CNSALWEN GYenke Uan cnswemy
areHTy;

® HE HAAO0 HUKAKUX CIIOXHbIX U JOPOrnx KOHCNMPATUBHbLIX
OEeNCTBUA 1 MEPONPUATUI;

® B CJ/ly4yae nposasa ChnsWuii areHT He «pacKkosieTCa» N He
CLaCT areHTYpHYIO CEeTb.

Ha4ynHaa npumepHO C Havana HyneBbiX rof4oB, Hawa
CTpaHa aKkTUBHO 3akynasa B 3anagHblX CTPaHax BbICOKOTEX-
HoJlornyeckoe obopynoBaHme AJ1s CBOEM NPOMBILLNIEHHOCTM.

Xumnyeckasa TexHuka Ne2, 2018

Ha 2710 6bi 0OBEKTUBHBLIE MPUYNHBLI: 3TO U 00LLEee TEXHO-
nornyeckoe oTcTtaBaHue, U ynagok Halwen coOCTBEHHOM
npombiwneHHocTn nocne 1990-x roaos, 1 akTMBHAs Mapke-
TUHrOBas NONNTMKA 3anafHbIX KOMMAHWA, Aa U KOPPYMLMOH-
Hag CoCTaBsisloLas, Haao NPU3HaTh, UMesna MecTto. B pesyrb-
TaTe Mbl UIMEEM TO, YTO NMPAKTUYECKN HA BCEX COBPEMEHHbIX
WM MOOEPHU3NPOBAHHbBIX NPeanpuaTuax B HedTerasoBom
M B SHEPreTn4ecKkOM CcekTopax (BO3SMOXHO U B APYrux npo-
M3BOACTBEHHbLIX CEKTOPAXx, MPOCTO aBTop pabotan u 3HaeT
C/IOXKVBLLYIOCS CUTYaLMIO UMEHHO B 3TUX cdepax) umeertcs
KaK MUHMMYM OOVH TEXHOJIOrMYECKUIA B1I0K UAN yCTaHOBKA
NOCTaBKM 3anagHor komnaHum co ceoet JICY (nokanbHas
CUCTEMA YMNpPaB/IEHUS, MOXET eLle NPUMEHSATbCA TEPMUH
CAY - cuctema aBTOMaTM4YECKOro ynpasneHus), uMelo-
Lme KpUTUYECKOE 3HAYeHMe AJ19 BCEN TEXHOJIOrMY4eCcKkom
Leno4Ykn NPeanpuaTus B uenom. Hanpumep, paccmMoTpum
MolLHyto 'TAC (TBL, TP3C). Ha ee Tepputopun cpegm or-
POMHbIX LLIEXOB (KOTEJIbHBIX, TYPOVHHBIX), BbICOKMUX AbIMOBbIX
TPYO M OrpOMHbIX NAPSAWMX FPAANPEH HAaXOAUTCSA OTHOCU-
TenbHO Hebonbloe 3paHme AKC (ooxuMmMHas KOMNPeccop-
Hasa cTaHumsa). AKC HyxHa, 4ToObl NogaTh ra3 B 3HEPreTu-
yeckylo TypOuHY, NPEOONEB NPOTUBOAABIIEHNE B €€ Kamepe
cropaHua. OcTaHOBATCA ra3oBble komnpeccopsbl B AKC un
«MOTyxHeT» BcA cTaHuma N'MOC. CotHn meraBatT, a To u 60-
Jlee TbicA4M MeraBaTT nepecTtaHyT NoCTynaTb B SHEProceTb.
A Beap B Hallel cTpaHe ceiyac Ha nodaBnsawleM 605b-
wunHctee FTOC rasoBble KOMMPECCOPbl NPOM3BOACTBA
CLLUA, 3anapgHoeBponeickux cTpaH, AnoHun, 0. Kopeu n,
Kak npaBwuno, co cBoumMu cobctBeHHbiMu CAY/JNICY. Euwe
npumep: razonepepabaTtbiBaolmii 3asog, (IM3). B Havane
TEXHONIOMTMYECKON LLenO4YKM HaxXOAUTCa YCTaHOBKA MMKO-
nuneson ocylwky rasa (YOI') npomnssoactea CLUA. YcTtaHoB-
Ka — CJIOXHas BbICOKOTEXHOSIOTMYHAsA U COOTBETCTBEHHO
co ceoen CAY. OctaHosutca YOI — octaHoBuTtcs Becb [M13.
AHanNoOrnyHbI’ NpUMep MoxHO npueecty ang HN3 n t.4. On-
NMOHEHTbI MOTyT BO3Pa3nTh: KDUTMYECKU BaXHbIE arperarhbl
1 YCTaHOBKM Ha NPOM3BOACTBE BCEraa NPOEKTUPYIOTCS Tak,
4yTOObI ObIN PE3EPBHbLIV arperart UK yctaHoBKa napasnsesb-
HO OCHOBHOMY, U Mexay HUMK peanu3oBaH ABP. Hanpu-
Mep, OCTaHOBUJICA OCHOBHOWM HACOC nepekaykm HedTu — aB-
TOoMaTu4ecKkn 3anycTuics pesepBHbii. Bce, MOXHO cnaTtb
CMNoKorHO. Ho aeno B Tom, 4TO BCcerga, NoavyepkHy — BCeraa,
npu NMPOeKTUPOBaHUM N MOCTABKE PE3EPBHbLIA 1 OCHOBHON
arperarbl 3aKkas3bliBalOTCS Y OAHOM 1 TOM e KOMMNaHuu, No of-
HOMY 1 TOMY Xe ONpPOCHOMY INCTY, B OAHOM OpAepe u rno-
CTaBNKAOTCH B OAHOW naptun. N ecnmn yxx nponssoamTesib
3af0xun 6ar B OCHOBHOW arperat, TO COOTBETCTBEHHO
aHaslorM4yHO OH 3a5IoXUT 6ar 1 B pe3epBHblin. M B yac «Y»
OOHOBPEMEHHO akTMBUPYIOTCA oba 6ara — n B OCHOBHOM,
M B PE3EPBHOM.

Ho 910 elue He Bce. BpeoOHOCHbIM KOO, MOXET HE TOJNIbKO
OCTaHOBUTb 1 3a650kMpoBaTb PaboTy UM Aaxe Bbi3BaTb
aBapuio OTAENbHOM TEXHOIOMTMYECcKOW ycTaHOBKM/arperara,
HO 1 NOWNTK aanbLue. YacTto nokanbHblie CAY MHTErpmpyloTcs
B ACY Tl nocpencTBoM MHTEPGDENCHLIX CBA3EN ans obme-
Ha A2HHbIMU MO CTAHAAPTHBIM MPOMbILLIEHHbBIM NPOTOKO-
nam. Ecnn cBa3u ocylecTBnaoTcad GU3NYECKUMU CuUrHa-
namu, T.€. AUCKPETHbIMU UMW aHANOroBbiMKU, TO TOrga
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npo6sem HeT, HO MO UHTEP@ENCHBIM CBA3SIM aKTUBMPOBaH-
HbIl UMDPOBON BPEOOHOCHbIN KOA nonafgaeT B BbILLECTO-
awyto ACY, Hanpumep, ACY TI1 uexa nnm ACY TI1 aHepro-
6noka. A ecnu nopaxeHHast ACY TN npuHaaiexuT yCTaHOBKE,
HaxoOALLeNCca B Havasne TEXHONONMYEeCKOM LLeno4kn BCero
npeanpusaTus (HanprMMep, yCTaHoBKa NepPBUYHON nepepaboT-
k1 HedpTn DJ10Y Ha HIM3), ToO Toroa MOXeT BCTaTb U BECb
HedTenepepabdaTbiBaOLLMiA 3aBO4, MO KpaiHelr mepe, 601b-
Lag ero 4actb.

WTak, Mbl iMeem 6e3paJoCTHYO KapTVHY: B Ha4asle BONHbI
(v B NpeaBOeHHbIN nepunoa) ¢ 3anafHbiMy «NapTHEPaMn»
B Hallel cTpaHe MOTyT pa3oM OCTaHOBUTLCS GOMbLIMHCTBO
anekTpocTaHumii, 6onbluimHcTBO HM3 1 M3, 601bLLMHCTBO
ragzonepekavmBaloLlLnx N HepTenepekaynBalroLyx CTaHUUN
TPybOoNpoBOAHOM CUCTEMBI. BO3MOXHO, OCTAHOBATCA U OPY-
rve crparernyeckue 00bekTbl, aBTOP MPOCTO HE 3HAKOM C CU-
Tyauuein B apyrux otpacnsx. lNpobnema, kak Mbl BUAUM,
cTparernyeckas, u, 3Ha4uT, pelatb ee Haa0 Ha rocyaapcT-
BEHHOM YpPOBHE.

Ceprugukaunsa nmnoptHoro SW u HW

Kak ynomuHanocb paHee, aBTop HU pasdy He CTaJikusas-
Cs C TeM, 4TOObI KTO-TO NPOBEPSST U CEPTUDULMPOBAT Y HAC
VMHOCTPaHHOe NpukKaaHoe nporpamMmmMHoe obecneverne (SW
— SoftWare) n annapartnyto Yactb (HW — HardWare). MNMpaBg-
ha, onsi 3Toro eCtb 0OBbEKTUBHBLIE MPUYNHBI.

Bo-nepBbix, 4TO Kacaetca SW: npoudBoauTenb-pas-
paboTumk npuknagHoro MO gokeH NpeaocTaBmUTb AOCTYN
KO BCceM anrobrsiokam u Kogam cBoel nporpammbl. Ho
npobnema B TOM, 4TO YacTO NMporpamMmma, yrnpasnsioLias
CNIOXHOW YCTAHOBKOW C YHMKANbHbIM TEXHONOMMYECKUM
NMPOLLECCOM, SIBJISIETCSA HOY-Xay M UHTESIEKTYasIbHOM COBCT-
BEHHOCTbIO pa3paboTtyuka 1 npounssogmtens. NpocTo Tak
no nepBomMy TpeboBaHMID HUKTO PACKPbIBATb CBOIO NMPOrpam-
My He 6yapeT. K TOMy Xe 3TO MOXET NnoBjiedyb npobriemsbl
B IOPUAMYECKOM MaHe 1 BGIopoKpaTMyYeckre NPoBOJIOYKN.
YacTto B anrobnokax npuknagHoro MO K Kakon-TO KOHKPET-
HOW TEXHOJIOMMYECKON YyCTaHOBKE UK arperara «3alunT UH-
TENNEKTyaNbHbIA TPYO» OECATKOB U COTEH YEJI0BEK, MECSLLbI
3KCMNepPUMEHTasIbHbIX HapabOTOK 1 roJbl NPaKkTUYECKON 3KC-
nayatauumn 3ToM YCTAHOBKM Ha PasfinyHbIX pexumax. Yacto
TaM anropuTM CTPOUTCSH HA SMMMPUYECKUX AAHHbIX, KOTO-
pble HEBO3MOXHO paccymTatb MaTeMaTU4eCcku Unu MHbIM
Hay4HbIM MYTEM, @ TOMbKO HA AAHHbIX, MOJY4EHHbIX KOMMNa-
HUEN-NPON3BOAUTENEM 32 rofbl BbiMyCcka 1 NOCNeayloLLEeEN
aKkcnyaTaumm 3Toro TEXHOIOrM4eckoro o6opyaoBaHus.

Bo-BTOpLIX, 4TO kKacaetcsa HW: pa3paboTymK-rnpouns3Bo-
OuTenNb KOHTPOJISIEPHOr0 060PYA0BAHMS, NCTIONIb30BAHHOIO
B Wwkadax CAY ycTaHOBKM, OOMKEH NPeaocTaBUTb NPUHLM-
NnUanbHbIE 3IEKTPUYECKME CXEMbI U MOHTAXHbIE CXEMBbI
neyaTHbIX nNnaTt ¢ noapobHol cneundukaumein BCex anek-
TPOHHbIX KOMMOHEHTOB. A 3TO BCE TOXE SIBASETCA HOY-Xay
W UHTENNEeKTyaslbHO COOCTBEHHOCTbIO pa3paboTynka 1 Npo-
V3BOAMTENA 3NEKTPOHHOIO 060pyaoBaHus. Bo3HMKalOT Npo-
6nembl, Takne xe, Kak B npeablayliemM nyHkre. Ho mano
MMETb MPOCTO BCIO MHOpMaumio no nocrasngemomy HW,
HeobxoauMo ByneT peasibHO pykamu pa3obpaTtb BCe MocTaB-
nsieMble 3NeKTPOHHbIE 610KV 1 MOZYN U MPOBEPUTL Ha NMpea-
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MET COOTBETCTBUSA BCEX INEKTPOHHbIX 3JIEMEHTOB NPenoc-
TaBJIEHHbLIM CXeMaM 1 cneunbukaumam. HeT nm «nuwHen»
MWKPOCXEMKU B AafibHEM Yy nevyaTHON nnatbl? A KTO Xe
13 NPOM3BOAUTENEN NMOTOM AACT rapaHTUIO Ha CBOIO MpPO-
OyKUMIO, KOrAa KTO-TO, NyCTh AaXe BbICOKOKIACCHbIN cne-
LUManuUCT-aNeKTPOHLUMK, pasdobpasn 1 NoToM cobpan ux anek-
TPOHHbI AeBainic?

B-TpeTbux, akoHOMUYeCckasi coctaBnsoLwasn. Jaxe, ecnm
npov3BOAUTENN NPenoCcTaBaT BCO Tpebyemyto nHbopma-
LUMi0, TO KTO OyAeT 3aHMMaTbCa aHaNIM30M BCel 3TOW UH-
dopmaumn n kTo ByaeT 310 duHaHcupoBaTe? Ons 3TOro no-
TPEObYTCH BbICOKOK/TACCHbIE CMELIMANIUCTbI: MPOrpaMMnCTbI,
9NEKTPOHLUMKM, TECTUPOBLUMKA NPOrPaMMHbIX NPOAYKTOB.
OT0 BbICOKOOMA4YMBaEMbIe CneumanucTsl, paboTtawLime
Ha goporoMm o6opyaoBaHUKM ¢ NMUEH3MOHHbIM M0, Tpebyio-
LLEM perynsipHoit onnatsl. 1 BbICTPO Takyto CIIOXHYIO BbICO-
KOVHTENeKTyanbHyto paboTy He npoBeaeLlb. B 3aBucumocTn
oT cnoxHocTu MO paboTa MOXET PaCTAHYTbCS Ha MECsILbI.
Bce 310 BbIMBaAETCHA B NpunYHyo cymmy. bygeTt 3a ato
nepennaymBaTb POCCUNCKUA 3aKa34MK TEXHONIOTMYECKON
yCTaHOBKM/arperata, 4Tobbl MOTOM CraTb CIOKONHO? ABTOP
CUNbHO COMHEBAETCH B 9TOM, OCODOEHHO rngas Ha cTpaTte-
rMio Hanx «3pdEKTUBHBIX MEHEAXEPOB», HUYErO HE CMbIC-
JISILLMX B TEXHUKE, HO YMEIOLLMX XOPOLIO CHUTaTh OEHbIN
Ha Kanbkynatope W ynpasnfaoolme npm 3TOM KPYMNHbIMU
3aBogamu 1 npegnpuatuamun. byaoet nv 3a 910 NNaTUTb UHO-
CTpaHHbIA nocTaBLMK? Nocne Toro, kak oH 6yaeT BbIHYXAEH
pPacKpbITb BCE CBOWU MHXEHEPHbIE N NPOrpaMMHbIE paspa-
60TKWM 1 ONbITHO-UCCNea0BaTeNIbCKME HAPaBbOTKM (HOy-Xay),
KOTOPblE MOTOM MOFYT MOMNACTb K Er0 KOHKYPEHTaM, eLLe No-
TOM M MNaTuTb 3a 9TO «yO0OBONLCTBUE»? TOXE BPAA, N.

Kakow Bbixofd B 3TOM criy4ae? ABTOp He GepeTcs genartb
Kakune-nmbo 0fHO3HaYHbIE BbIBOAbI, HO ICHO OHO: Npobie-
Ma O4YeHb Cepbe3Has, KacaloLasacs CTpaTermyeckom SKOHO-
Muyeckor 6e30nMacHOCTM Hallei CTpaHbl 1 pellaTb ee yxe
nopa. Pewartb nopa Ha rocygapcTtBeHHOM ypoBHe. C co3-
JaHneM edMHOro rocyaapCTBEHHOrO LEeHTpa ceptudurka-
LMW MHOCTPAHHbIX MHAYCTPUAbHbIX aBTOMATU3MPOBAHHbIX
CUCTEM yMpaBfeHus U, BO3MOXHO, C YaCTUYHbIM rocyaapcT-
BEeHHbIM puHaHcMpoBaHuem. Pewwatb Hago, noxanymn, Ha 3a-
KOHOOATeNIbHOM YPOBHE, XECTKO 005A3bIBAIOLLLEM BCEX YHaCT-
HUKOB npoLecca 0653aTenbHO NPOXoAUTL cepTudurkaumio,
NpenocTaBnsaTh BCIO HEOOXoaAuMy nHdopmMauuio, rocy-
[AapCTBO B CBOIO O4Yepenb OO/MKHO rapaHTMpoBaTb paspa-
OOTYMKY COXPAHHOCTb €ro HOy-Xay W WHTESIEKTyallbHOW
CcOOCTBEHHOCTU. [T0A0BHYIO CTPYKTYPY MOXHO CO34aTh, Ha-
npuMmep, Ha 6a3e xopoLlo 3apekoMeHaoBaBLLel cebs Jla-
6opatopumn Kacnepckoro.

HecMoTps Ha HekoTopoe 0bLLee oTcTaBaHue 1 B obnac-
TV TEXHOJIOTUIA, U B 061aCTX NPON3BOACTBA MUKPOSNIEKTPO-
HUkK, Poccust o6nagaetT HEOOXOAUMbIM NMPOU3BOACTBEHHBIM
noTeHuManom ans obecneyeHns npeanpusaTuii pasimyHbIX
oTpacrnen NPOMBbILLIIEHHOCTU, SHEPreTUKX, TPpaHCcnopTa v T.4,.
KaK U3OENUSMU MUKPOINEKTPOHUKN (KOHTPOJIIEPbI TEXHO-
JIOFNYECKUX MPOLIECCOB), TaK U MPOrpaMMHbIM 06ecrnedeHun-
eM. Heobxoanmo Ha 3akoHoAAaTeIbHOM YPOBHE B KpaTyaid-
LIME CPOKM MOCTaBUTb «3aLUUTHBIN Gapbep» NOTEeHUMaNbHON
KMbepyrpo3e X1M3HeaesATENbHOCTM HaLLEen CTPaHbl.

Xumunyeckas texHmka Ne2, 2018



